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Ransomware 
 
Ransomware is a form of malware that encrypts a victim's files. The attacker then 

demands a ransom from the victim to restore access to the data upon payment. 

Users are shown instructions for how to pay a fee to get the decryption key. The 

costs can range from a few hundred dollars to thousands, payable to cybercriminals 

in Bitcoin.  

 

There are a number of vectors ransomware can take to access a computer. One of 

the most common delivery systems is phishing spam - attachments that come to 

the victim in an email, masquerading as a file they should trust. Once they're 

downloaded and opened, they can take over the victim's computer, especially if 

they have built-in social engineering tools that trick users into allowing 

administrative access. Some other, more aggressive forms of ransomware, like 

NotPetya, exploit security holes to infect computers without needing to trick users. 

 

Ransomware attackers now shifting their focus from encrypting the document to 

stealing highly sensitive documents, blackmailing the victims by threating to 

expose the documents to public to get multiple times higher ransom. Instead of 

making money out of the conventional ransomware attack, this can turn out to the 

golden goose. The game changer is realising the value data encrypted and kept 

hostage is much inferior to the inherent value of data to be manipulated. This hits 

at the business existence of the company. 

 

Ransomware gangs have recently posted highly sensitive documents. These 

documents have been stolen from different companies. It includes classified 

business information, a confidential diagram from a defence contractor & power 

plants documents. This is the interplay of releasing data as well as locking it up 

with encryption. 

 

Once infected, a victim has little recourse and even when they do pay the ransom, 

they remain vulnerable to attack from the same attacker or a new one, and reward 

attackers for their successful tactics. So, it is very important to take preventive 

measures along with taking regular backups. 

 
  



 

Ransomware Prevention Advisory 

 
 Never click on unverified links or untrusted links 

 Do not open untrusted email attachments  

 Password protected untrusted attachment are more dangerous 

 Only download from trusted sites (if required for business needs) 

 Use strong credentials (mixed with special characters & numbers)  

 Use different passwords for different applications / sites 

 Use multi-factor authentication wherever feasible 

 Do not share your personal information or credential to anyone 

 Keep your operating system updated 

 Do periodic vulnerability scan & patch the systems accordingly 

 Keep your system updated with latest antivirus definitions  

 Keep your system firewall in active state 

 Backup your data periodically 

 Don’t connect USB in your system (Scan the USB for malware if needed for 

business purpose) 

 Configure View ‘File Extensions’ (reduce the chance of accidentally opening 

a dangerous file) 

 Do not use official mails for personal activities  

 Do not use public or unsecure Wi-Fi network 

 Ensure system is hardened before connecting to office network 

 Do not connect your personal mobile with official system  

 Avoid using shared folders in your systems 

 Always work in restricted user mode (except business needs) 

 

Prevention is Better Than Cure 
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